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Percona Server 
for MongoDB
VS
MongoDB EE
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Feature Percona Server for 
MongoDB

MongoDB EE

MongoDB community features

LDAP authentication/authorization

Kerberos authentication 

Auditing

Log redaction

Data-at-rest encryption

In-Memory engine

Hot backup
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Why is access 
control important?
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Authentication in 
MongoDB

MongoDB Percona Server for MongoDB

Community edition
● SCRAM 

(username/password)
● x.509 certificate 

authentication
Enterprise edition
● LDAP 
- LDAP Proxy Authentication 

(via saslauthd)
- Native LDAP authentication / 

authorization
● Kerberos authentication
● New in 4.4 - AWS IAM

● SCRAM 
(username/password)

● x.509 certificate 
authentication

● LDAP 
- LDAP Proxy Authentication 

(via saslauthd)
- Native LDAP authentication 

/ authorization
● Kerberos authentication
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What’s the 
benefit of 
federated 
(centralized) 
authentication?

● Ability to maintain all users in one place

● Automated policy enforcement
○ Password length, complexity
○ Password expiration
○ Account expiration
○ Failed attempts lockout
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LDAP Proxy 
Authentication
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Native LDAP 
authentication / 
authorization ● Avoiding excessive components

● Authorization benefits:
○ User is matched against group with defined 

permissions (no need to manage each user’s 
permissions individually)

○ User can belong to different groups
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Kerberos 
authentication
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DEMO
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