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Percona Server
for MongoDB

VS
MongoDB EE

Feature

Percona Server for
MongoDB

MongoDB EE

MongoDB community features

LDAP authentication/authorization

Kerberos authentication

Auditing

Log redaction

Data-at-rest encryption

In-Memory engine

Hot backup
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Why is access

control important?

Google

unprotected mongodb X

nudatasecurity.com > news > unprotected-mongodb-dat... v

Unprotected MongoDB database found containing over 188m ...

Jul 9, 2019 - July 09, 2019 — A large number of personal data records found in the unprotected
MongoDB database contained detailed information ranging ...

cyware.com > news > unprotected-mongodb-database-e... v

Unprotected MongoDB Database Exposes Over 275 Million ...

May 9, 2019 - Hacking Database - Security researcher uncovered an unprotected MongoDB
database hosted on Amazon AWS infrastructure that was left ...

www.securityweek.com > unprotected-mongodb-instan... ¥

Unprotected MongoDB Instance Exposes 800 Million Emails ...

Mar 10, 2019 - An unprotected MongoDB database was found to expose over 800 million
records, including email addresses and phone numbers.

securityboulevard.com > Security Bloggers Network v

An Unprotected MongoDB Database Exposed 809 Million ...

Mar 11, 2019 - The post An Unprotected MongoDB Database Exposed 809 Million Records
appeared first on DivvyCloud.

nakedsecurity.sophos.com > 2019/05/10 > 275m-indian... ~
275m personal records swiped from exposed MongoDB ...

May 10, 2019 - That's the other thing about unprotected MongoDB instances: they're hackable.

Someone that finds them can access the database, delete it, ...
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MongoDB Percona Server for MongoDB
Community edition e SCRAM
e SCRAM (username/password)
(username/password) e x.509 certificate
e x.509 certificate authentication
Authentication in authentication e LDAP
Enterprise edition - LDAP Proxy Authentication
MongoDB e LDAP (via saslauthd)
- LDAP Proxy Authentication - Native LDAP authentication
(via saslauthd) / authorization
- Native LDAP authentication/ e Kerberos authentication
authorization
e Kerberos authentication
e Newin4.4-AWS IAM
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What's the
benefit of

federated
(centralized)
authentication?

e Ability to maintain all users in one place

e Automated policy enforcement
o Password length, complexity
o Password expiration
o Account expiration
o Failed attempts lockout
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Validation

Lowpsas e cowwen
=
OK/reject OK (memberof)/

MongoDB reject LDAP
server

MongoDB
Native LDAP client

authentication /
authorization

® Avoiding excessive components
® Authorization benefits:

o User is matched against group with defined
permissions (no need to manage each user’s
permissions individually)

o User can belong to different groups
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db.test collection.find({})
" id" : ObjectId("5efa87041ed1cb82801bdb57"), "name" : "Data 1"
" id" : ObjectId("5efa87041ed1cb82801bdb58"), "name" : "Data 2"
" id" : ObjectId("5efa87041ed1cb82801bdb59"), "name" : "Data 3"
" id" : ObjectId("5efa87041ed1cb82801bdb5a"), "name" : "Data 4"
" id" : ObjectId("5efa87041ed1cb82801bdb5b"), "name" : "Data 5"
" id" : ObjectId("5efa87041ed1cb82801bdb5c"), "name" : "Data 6"
" id" : ObjectId("5efa87041ed1cb82801bdb5d"), "name" : "Data 7"
" id" : ObjectId("5efa87041ed1cb82801bdb5e"), "name" : "Data 8"
" id" : ObjectId("5efa87041ed1cb82801bdb5f"), "name" : "Data 9"
)

" id" : ObjectId("5efa87041ed1cb82801bdb60"), "name" : "Data 10" }
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b.test collection.drop()
2020-06-30T01:02:15.806+0000 E QUERY [js] uncaught exception: Error: drop failed: {
"ok® i@,
“errmsg" : "not authorized on test db to execute command { drop: \"test collection\", lsid: { id: UUID(\"c3bd6523-e988-4962-8el2-d14el614aa7c\") },
$db: \"test db\" }",
"code" : 13,
"codeName" : "Unauthorized"
3o
_getErrorWithCode@src/mongo/shell/utils.js:25:13
DBCollection.prototype.drop@src/mongo/shell/collection.js:696:15
@(shell):1:1
>
bye
percona@bionic:~$ sudo cp mongod ldap.conf /etc/mongod.conf & sudo systemctl restart mongod
percona@bionic:~$ grep -Al4 "security" /etc/mongod.conf
authorization: enabled
ldap:
servers: "localhost"
transportSecurity: none
bind:
queryUser: cn=mongo,dc=perconatest,dc=com
queryPassword: mongo
userToDNMapping: '[{match: "(["@]+)@perconatest\\.com",
substitution: "cn={0},dc=percona,dc=com"}]"'
userToDNMapping: '[{match: "(.+)",
ldapQuery: "dc=perconatest,dc=com??sub?(&(objectClass=organizationalPerson)(cn={0}))"}]"
authz:
queryTemplate: "dc=perconatest,dc=com??sub?(&(objectClass=groupOfNames) (member={USER}))"
setParameter:
percona@bionic:~$ I







