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The Pgcrypto Contrib Module

A collection of functions permitting the DBA to create and administrate a 
database system capable of handling encrypted data.
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UBUNTU

lsb_release -a

No LSB modules are available.
Distributor ID:Ubuntu
Description:   Ubuntu 18.04.5 LTS
Release:        18.04
Codename:    bionic
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INSTALLATION

echo "deb http://apt.postgresql.org/pub/repos/apt $(lsb_release -cs)-pgdg main" > 
/etc/apt/sources.list.d/pgdg.list

wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

apt update

apt upgrade -y

apt install -y wget gnupg2 net-tools sysstat postgresql-12
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ONLINE

root@pgcrypto:~# pg_lsclusters

Ver Cluster Port Status Owner    Data directory              Log file
12  main    5432 online postgres /var/lib/postgresql/12/main /var/log/postgresql/postgresql-12-main.log
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su - postgres

createdb demo

psql -c "create extension pgcrypto" demo
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psql -c "\df"
                                       List of functions
 Schema |         Name          | Result data type |        Argument data types         | Type
--------+-----------------------+------------------+------------------------------------+------
 public | armor                 | text             | bytea                              | func
 public | armor                 | text             | bytea, text[], text[]              | func
 public | crypt                 | text             | text, text                         | func
 public | dearmor               | bytea            | text                               | func
 public | decrypt               | bytea            | bytea, bytea, text                 | func
 public | decrypt_iv            | bytea            | bytea, bytea, bytea, text          | func
 public | digest                | bytea            | bytea, text                        | func
 public | digest                | bytea            | text, text                         | func
 public | encrypt               | bytea            | bytea, bytea, text                 | func
 public | encrypt_iv            | bytea            | bytea, bytea, bytea, text          | func
 public | gen_random_bytes      | bytea            | integer                            | func
 public | gen_random_uuid       | uuid             |                                    | func
 public | gen_salt              | text             | text                               | func
 public | gen_salt              | text             | text, integer                      | func
 public | hmac                  | bytea            | bytea, bytea, text                 | func
 public | hmac                  | bytea            | text, text, text                   | func
 public | pgp_armor_headers     | SETOF record     | text, OUT key text, OUT value text | func
 public | pgp_key_id            | text             | bytea                              | func
 public | pgp_pub_decrypt       | text             | bytea, bytea                       | func
 public | pgp_pub_decrypt       | text             | bytea, bytea, text                 | func
 public | pgp_pub_decrypt       | text             | bytea, bytea, text, text           | func
 public | pgp_pub_decrypt_bytea | bytea            | bytea, bytea                       | func
 public | pgp_pub_decrypt_bytea | bytea            | bytea, bytea, text                 | func
 public | pgp_pub_decrypt_bytea | bytea            | bytea, bytea, text, text           | func
 public | pgp_pub_encrypt       | bytea            | text, bytea                        | func
 public | pgp_pub_encrypt       | bytea            | text, bytea, text                  | func
 public | pgp_pub_encrypt_bytea | bytea            | bytea, bytea                       | func
 public | pgp_pub_encrypt_bytea | bytea            | bytea, bytea, text                 | func
 public | pgp_sym_decrypt       | text             | bytea, text                        | func
 public | pgp_sym_decrypt       | text             | bytea, text, text                  | func
 public | pgp_sym_decrypt_bytea | bytea            | bytea, text                        | func
 public | pgp_sym_decrypt_bytea | bytea            | bytea, text, text                  | func
 public | pgp_sym_encrypt       | bytea            | text, text                         | func
 public | pgp_sym_encrypt       | bytea            | text, text, text                   | func
 public | pgp_sym_encrypt_bytea | bytea            | bytea, text                        | func
 public | pgp_sym_encrypt_bytea | bytea            | bytea, text, text                  | func
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CLASSIFICATIONS
● General Hashing Functions
● Password Hashing Functions
● Random-Data Functions
● Raw Encryption Functions
● PGP Encryption Functions
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GENERAL HASHING FUNCTIONS

The digest function creates one way hashes. 

When Postgres has been configured and compiled using the --with-openssl switch the number of supported hashes is greatly increased.

Summary of Functionality with and without OpenSSL

Functionality            Built-in     With OpenSSL

MD5                         yes         yes
SHA1                        yes         yes

SHA224/256/384/512          yes         yes
Other digest algorithms     no          yes (automatically supported)

Blowfish                    yes         yes
AES                         yes         yes

DES/3DES/CAST5              no          yes
Raw encryption              yes         yes
PGP Symmetric encryption    yes         yes

PGP Public-Key encryption   yes         yes
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GENERAL HASHING FUNCTIONS: EXAMPLES

select digest('hello world','md5');

select digest('hello world','sha256');

select digest('hello world','rmd160');
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HASH MESSAGE AUTHENTICATION CODE (HMAC)

HMACs are used to simultaneously verify both the data integrity and the authenticity of a message. 
They can be generated and then sent with the message.

demo=# select hmac('my message, hello world'::text,'my secret key','rmd160') as hmac_hash;

                 hmac_hash

--------------------------------------------

 \x59a2543f97a8e98acdce6cd3a246872cbb267ba9

(1 row)

--

-- Making things a little easier

--

demo=# select encode(hmac('my message, hello world'::text,'my secret key','rmd160'),'base64') as hmac_hash;

          hmac_hash

------------------------------

 WaJUP5eo6YrNzmzTokaHLLsme6k=

(1 row)
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USING ARMOR

The armor function is useful in the case of importing and exporting data, messages 
and keys into the database

demo=# select armor('this message is for export');
                armor
--------------------------------------
 -----BEGIN PGP MESSAGE-----         +
                                     +
 dGhpcyBtZXNzYWdlIGlzIGZvciBleHBvcnQ=+
 =kbMg                               +
 -----END PGP MESSAGE-----           +
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PASSWORD HASHING FUNCTIONS, GENERATING A UNIQUE PASSWORD
The crypt and digest functions are virtually the same but crypt includes a salt parameter ensuring a 
unique text string is generated for the password. The function gen_salt is used to generate the salt.

Supported Algorithms
- Blowfish (bf)
- md5
- xdes
- des

demo=# select pwhash as "hashed password",
demo-#        crypt('mypassword',pwhash) as "authenticated password"
demo-# from (select crypt('mypassword',gen_salt('md5')))t1 (pwhash);
          hashed password           |       authenticated password
------------------------------------+------------------------------------
 $1$1zgvF77I$SOVhRVb5j3.io8uhXQU.D. | $1$1zgvF77I$SOVhRVb5j3.io8uhXQU.D.
(1 row)

demo=# select pwhash as "hashed password",
demo-#        crypt('mypassword',pwhash) as "authenticated password"
demo-# from (select crypt('mypassword',gen_salt('md5')))t1 (pwhash);
          hashed password           |       authenticated password
------------------------------------+------------------------------------
 $1$iVjyVNMl$wn0PkZ8gAxiP6wdArSUL91 | $1$iVjyVNMl$wn0PkZ8gAxiP6wdArSUL91
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RANDOM-DATA FUNCTIONS, GENERATING RANDOM BYTES
select gen_random_bytes(1024);

--
-- ALTERNATIVELY
--
select encode(gen_random_bytes(1024),'base64');

                                    encode
------------------------------------------------------------------------------
 inmHgUfn4LJfwY56WgpYt9rgzS0lXAw2hOMI5TqV2ywCVYdpA2t4jRoy0aJpd+urzBUzjfMlBBNa+
 52RXoKjD1z4T3aExEbDM2Cl+P/vApGxNFRfSnPXrytXRSFSK+GT6Aau6NEtPy4bm+0SXVWux4YUf+
 CCFLwtKwUaaBEr+Rd6l6z504+QqBQwgQVHYvBQ3G68mUs4r79ZyBNIflavTe4ep+Sf52z+X5wS8q+
 I/U0Y7Joj3Xu1ojQ2h+D82FyqEqLyqstH80nYPHCb30jqNlVl3CxF0jxv+ZooDGL7CCD4Wysl3eI+
 lTMEzV7kHA51HY63pGEoijtDYlPUeTYlUvuCIhJ7HU2fnRE8K3LdPyFaE00f/DCr45ZhWLjrYCxT+
 4sFv/1GiJDHU5apQ9Fn2dKD0AXnNKtwZiXwuoMs57z/IUvw5gqCSXsTPITpAQMFpiPaoQQt5l1bG+
 Lz2PkWSng1Dij0DcuKdhg2mmndK6FPeth730HQ+ysXk//awwdz76ae9QDFnEDCtyeU7pAg+0sdXs+
 AUG8oq7gTquliLmt+Z/ziw+VRDL8+S8hYkRCJ9rJiDFhkilAxpdpoiYXGVWFCfxcP4r7XS/ysEjG+
 wwmSnb24c/wVVJznZVz7RMg4vsMZfFkXexpBNA/JVflDIrNDWoHajCHSQaPQ1FMUkNXQzq2D62RC+
 cIQGgjaBq+XnoNG4mSMc0fSLF0bjl0E8pGEmAm9ZxCctRSI1tnMQxs/wqTvQd/1R0GgJB8VbASlW+
 PzaxWiWydiIjY50L9LJm09qLWq5dmjZmtBYOoTlmAEOCfp2iucI9qd+/P4bwxHQbTgNAFouj+gRV+
 4tiFk1j+K1wMHlSdx/XDEaZCdxLyoIH7MynGh81IeKQBuko3X0lTRGUdQb8O4W0ecEI0r8JiE/Jx+
 jidhhV1Sw6MrQNSMKRH5G3uMGdn9pykfrgGjK//rndk8cQUQJL9KxlTBuvHfCHfhO9OCgK5Z9rSe+
 iFFceZh/MIeZN5we9xSvVwDmqpE4pLCgEIe9RnOCNHD0e/cbrQYGh07GK1xm1j0ghefRpSSVERSY+
 qxHwptaYcGeWvfhtkHDdEWkz/aBdqqLKrOfDXi4iJcbkldsjM0kV4htOiRkwwpfdjWWDZWq3LIVX+
 hxu95s4eh7qEpymXF31z+48Gti5U0xGwOSlh3yoNlmFBeBsUNf6joByAgeZQjFV1FExOpWlAMsXV+
 AG0WvuV5zeE1FHZYsUzxv/zjK9FLOjV7n5mTXjXYc+tBkra7CbPCYK3rw2UelLbCsKELciv266Wm+
 QJIS10ZwY+U6j3lZEq8jRKmrZZ4MoAVplGFqZh7kvigUM/xx+rf6KDqvr2Q1lnU2LaPgn2IB+w==
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RANDOM-DATA FUNCTIONS, GENERATING UUID
- Version 1: UUID is a combination of node identifier (MAC address), timestamp and a random seed
- Version 2: DCE 1.1 Authentication and Security Services specification
- Version 3: UUID initialized using a name, a namespace, and the MD5 hashing algorithm
- Version 4: UUID based on random bytes, 128-bits
- Version 5: UUID initialized using a name, a namespace, and the SHA-1 hashing algorithm

--
-- Returns a version 4 (random) UUID
--
demo=# select gen_random_uuid();
           gen_random_uuid
--------------------------------------
 5723d4b9-c3dd-4efa-9239-d5e519b2641c
(1 row)

demo=# select gen_random_uuid();
           gen_random_uuid
--------------------------------------
 433c3855-3272-4d75-a949-b1219f4f0779
(1 row)

demo=# select gen_random_uuid();
           gen_random_uuid
--------------------------------------
 2532bc69-541f-4ea9-bb37-ad774effed19
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RAW ENCRYPTION FUNCTIONS

encrypt(data bytea, key bytea, type text) returns bytea
decrypt(data bytea, key bytea, type text) returns bytea

encrypt_iv(data bytea, key bytea, iv bytea, type text) returns bytea
decrypt_iv(data bytea, key bytea, iv bytea, type text) returns bytea

create table t1 (message text, secret bytea);
insert into t1 values('my secret message');
update t1 set secret=encrypt(message::bytea,'my password', 'bf');

demo=# select *, encode(decrypt(secret,'my password','bf'),'escape') as decoded_message from t1;
      message      |                       secret                       |  decoded_message
-------------------+----------------------------------------------------+-------------------
 my secret message | \x16567c68ca211c8736f7272eea252ff9804bd9693eef742c | my secret message

ATTENTION: the use of these functions are deprecated in favour of PGP encryption and decryption
- They use user key directly as cipher key.
- They don't provide any integrity checking, to see if the encrypted data was modified.
- They expect that users manage all encryption parameters themselves.
- They don't handle text.
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PGP ENCRYPTION FUNCTIONS, GENERATING PGP PUBLIC/PRIVATE KEYS

$gpg --gen-key

gpg: WARNING: unsafe permissions on homedir '/home/rbernier/.gnupg'
gpg (GnuPG) 2.2.4; Copyright (C) 2017 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Note: Use "gpg --full-generate-key" for a full featured key generation dialog.

GnuPG needs to construct a user ID to identify your key.

Real name: user1
Email address: user1@myemail.com
You selected this USER-ID:
    "user1 <user1@myemail.com>"
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PGP ENCRYPTION FUNCTIONS, 
SYMMETRICAL KEY ENCRYPTION-DECRYPTION
--

-- ENCRYPT

--

select pgp_sym_encrypt('my secret message','my password')

--

-- DECRYPT

--

demo=# select pgp_sym_decrypt(msg,'my password') as "decrypted message"

demo-# from (select pgp_sym_encrypt('my secret message','my password'))t1 (msg);

 decrypted message

-------------------

 my secret message
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PGP ENCRYPTION FUNCTIONS, ASYMMETRICAL, PUBLIC KEY, ENCRYPTION-DECRYPTION
You can get a list of the keys using the command:

gpg –list-secret-keys

---------------------------------
sec   rsa3072 2020-08-11 [SC] [expires: 2022-08-11]
      AA2B70AEE16BE99AA8CA61B6EF55DB61F53BF3CC
uid           [ultimate] user1 <user1@myemail.com>
ssb   rsa3072 2020-08-11 [E] [expires: 2022-08-11]
-----------------------------------------
$ gpg2 -a --export AA2B70AEE16BE99AA8CA61B6EF55DB61F53BF3CC > robert.asc.txt
$ gpg2 -a --export-secret-keys  AA2B70AEE16BE99AA8CA61B6EF55DB61F53BF3CC > robert.secret.asc.txt
-----------------------------------------
\set public_key '''' `cat robert.asc.txt` ''''
\set private_key '''' `cat robert.secret.asc.txt` ''''
select :public_key;
select :private_key;
--
-- ENCRYPT
--
select pgp_pub_encrypt('my secret message',dearmor(:public_key)) as msg into table encrypted_message;

--
-- DECRYPT
--
demo=# select pgp_pub_decrypt(
demo(#                         (select msg from encrypted_message),
demo(#                          dearmor(:private_key),
demo(#                          'my password'
demo(#                         ) as "decrypted message";
 decrypted message
-------------------
 my secret message
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Encryption Performance Issues
1. Encryption affects database performance so don't encrypt all your data.

2. Some of the encryption functions were intentionally crippled by the author of the module to operate slowly to defeat 
password cracking attempts.

3. Encrypt only small pieces of data when they are constantly accessed such as credit card numbers, social security numbers, 
etc.

4. Encrypt large pieces of data only when are infrequently accessed.

5. Beware of obfuscation techniques that mimic encryption. Obfuscation techniques involves scrambling data using a very fast 
algorithm. Although it speeds up performance, it is nevertheless not as secure as pure encryption.

6. Encrypted data must be decrypted before it can used as a criteria in a query statement

7. Use translucent data, data that has been hashed, if you simply want to validate input, such as a credit card number, against 
its stored hash



The Pgcrypto Contrib Module

Public Key Encryption Issues

1. Follow a policy of regularly changing passwords and encryption keys

2. Assign multiple keys on your data with different expiry dates so as to avoid locking yourself out of 
your data.

3. Never let old keys expire before installing new ones that you've encrypted with your data.

4. Avoid storing private keys on the database. Instead, load the private key on the client side 
similar to the public-private key example.

5. If you must store private keys on a database then make sure that the keys themselves are 
encrypted with a pass phrase.
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Symmetric Key Encryption Issues

1. Avoid generating keys/passwords in a predictable, programmatic fashion, such as 
pulling every third character from a string value, or using the name of your pet dog etc. 
Instead, use functions such as gen_random_bytes and gen_salt to generate new 
passwords.

2. Data and passwords that move between pgcrypto and client application are in clear-text 
therefore you must either restrict your connections to local, or use SSL connections

3. Consider creating user-defined functions with an untrusted procedural language to 
access the openssl command line utility. You'll then have full access to the complete 
suite of cryptography available on your machine.



Thank You
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