MySQL High Availability and Disaster
Recovery on AWS

From doing it manually to Amazon RDS and Aurora

Peter Zaitsev, CEO
March 6th, 2019

Percona Technical Webinars

y



Originally delivered at AWS Re:Ilnvent 2018

Could not get recorded, so

updated version is done as
Webinar




About this Presentation

High Availability and Disaster Recovery

Implementing HA and DR manually

MySQL HA and DR with AWS DBaa$S Offerings
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What Do We Want From Applications ?

Work i Have Good
Be “"UP
Correctly Performance




From Engineer Standpoint

e Many practices from Design to Proper

Correctness QA

e Benchmarks, Load Testing, Capacity
Planning

Performance

T WAVENELILIA"A * Design, Chaos Engineering




High Availability is Hard

Hard to Foresee Everything What Can Go Wrong

Long Tail of Low Probability Problems

A lot of Environment Specifics

Depends on Technology and Operational Practices




Engineered Systems

Like Security, High Availability
favors well designed and

tested “Engineered Systems”




Pro Tip

Consider Having Expert Evaluation
of your HA and DR Design,

Implementation and Operational
Practices. Percona can provide one.




HA and DR

e High/Medium Event Frequency
e Low/Medium Event Impact

e No/Minimum Downtime

e No Data Loss

e No Manual Intervention Needed
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e Rare Event Frequency

e High Event Impact

e Downtime may be allowed by
Design

e Data Loss may be allowed by
Design

e Manual Intervention may be
needed
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HR vs DR Example

High Availability Disaster Recovery

e Failure of the Single e Multiple AZ failure
Server within region
e Failure of Single e Major Software issues
Avallablllty one e Major Security
Incidents
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High Availability Planning

What is the estimated time between events (MTBF)

What Is acceptable impact to the system ?

What Is the time to recover (MTTR)




Example: RAID5 volume disk failure

Single SSD may have 1Mil+ hours between failures (100+ years)

With 1000s of disk in the data center it is not that rare event

Impact to the system: Performance Impact, Loss of Redundancy

Time to Recover: Hours
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Achieving High Availability for a Database

Compute Redundancy

Data Redundancy and Replication

Failover Management

Service Endpoint Provisioning




HA and DR for MySQL

MySQL is often your “system or
record”

Appropriate HA and DR planning is
critically important




Choices for MySQL at AWS

Use AWS
DBaaS
Services

Build your

own




DBaa$S

Advantages Disadvantages

eSave Time e Potentially Higher

eReduce Risk Infrastructure Costs

eEmpower ®| ess FlEXIbI'Ity
Development Team eess Control



Roll Your Own

Advantages Disadvantages

e More Flexibility e Additional Time and

e More Control Effort REC]UiFEd

e Potentially lower *Potentially
Infrastructure Costs Additional Risks
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Do it yourself HA options for MySQL




Achieving Data Redundancy

Storage Level Database Level External/Application
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Storage Level Redundancy

Mount EBS volume to another instance

Clustered File Systems




Database Level Redundancy

Classical MySQL Replication

MySQL Group Replication/MySQL Innodb Cluster

Percona XtraDB Cluster and other Galera based Technologies

MySQL Cluster (NDB)

© 2019 Percona.
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External/Application Level

VELTE]

Using Kafka as

Trigger Based
Replication

Application
Replication

Message Bus




Classical MySQL Replication

Master




Classical MySQL Replication Properties

Asynchronous or Semi-Synchronous
Parallel (since MySQL 5.7)

Many Masters to Many Slaves (MySQL 5.7)
No Conflict Resolution or “Protection”

No Built-in Failover
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Advanced MySQL Replication Topologies

Master 1

Master 2

=

A\ 4

Multi Source
Slave

Master 3

——— Multi Source Replication ————

.
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Master
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Multi-Level Slaves




MySQL Group Replication

@eplicaﬁon Gro

-

©©©©©©©©©©©©©
26



MySQL Group Replication (New in 5.7)

“Group of Peers”

Write-Anywhere or Dedicated Writer
Asynchronous Replication with Flow Control
Conflicts Prevented through Certification
Built in Failover

No Automated Provisioning
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Percona XtraDB Cluster/Galera

PERCONA
XtraDB Cluster




Percona XtraDB Cluster Topology

29
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PXC/Galera Properties

Write to Any Node

Virtually Synchronous; Can ensure no stale reads

Built in Fail-Over

Built-in Node Provisioning
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Transaction Commit Flow

Node1 (master) Node2 (slave)
query i———= : Network
query2——» User transaction
query3——» Event sent to
other node(s)
£ A ' L8
= § : Certification Certification
o=: |ee— ...
53 Physical COMMIT (or . :
@5y 4 Return ROLLBACK) Apply event : Time out- :
o < result of ""(s1avethréad)"'; of-sync -
COMMIT T :
Legend:
((aerintaranian Time contributes to

response time
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MySQL Cluster Properties

Niche use only

Synchronous Replication

Initially designed for in-memory only

Built-in Sharding

Very High Network Performance Requirements

WAN Replication with Conflict Resolution

© 2019°P
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MySQL NDB Cluster High Level Architecture

‘j iiﬁ Clients
(45 Application Nodes
\ (NDBAPI and/or MySQL Server)
‘LDAP &M
Management ‘ \ |
M4 & ﬁ "

Nodes
NDB Storage Engin

pus
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Failover Management

MySQL Classical Replication does not
have built-in failover management

Many custom made scripts were created
through years. Most of them bad




MySQL Orchestrator

- Highly Available

« Manual and Automated
Failovers o e

5.6 STATEMENT 0 seconds lag
- (]
* Auditing :

O orchestrator Home ~ Clusters ~

instance-a79d:3306 *Hh oL

° 5.6 STATEMENT 0 seconds lag
 Plugin Interface
O . 5.6 STATEMENT 0seconds lag |
Master |
instance-432b:3306 »an |
5.6 STATEMENT 0 seconds lag
f instance-b009:3306 » A%
L 5.6 STATEMENT 0 seconds lag
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Service Point Provisioning

MySQL Client Library connects to
single host

How do you Manage it during
Failover?




Multiple Solutions

DNS Based

Elastic Load Balancer
HAProxy

MySQL Router

ProxySQL
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ProxySQL

100% OpenSource

Well Supported

Read-Write Splitting

Caching

Query Rewrites

Load Balancing

10k+ Connection Support

38
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Dedicated shared ProxySQL

appllcatlon server 1 appllcatlon server 2 appllcatlon server 3

;/—

PXC node 1 PXC node 2

222222222222

node 3
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ProxySQL on application side

40

PXC node 1 PXC node 2
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Backup and Restore

No HA
el [T1ale]30 " eMySQL Enterprise Backup

1=s]E[8=i58 ePercona Xtrabackup
W= el d | eMySQLDump/MyDumper
backup
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Backup: PITR (Point in Time Recovery)

Do you need
to restore to
current

e MySQL Binary Log
Archiving

eStorage Level Continuous
Data Protection (CDP)

point in
time ?
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Flashback

Undo

unwanted
update/delete

e Can be done with some hacks
when using ROW binlog
format

e Does not work for table drops
or DDLs



https://www.percona.com/blog/2018/04/12/point-in-time-recovery-pitr-in-mysql-mariadb-percona-server/

Kubernetes ?

Use Amazon EKS (Managed
Kubernetes Service)

Roll your own Kubernetes on EC2




MySQL on Kubernetes

e Official MySQL Operator (Alpha)
e Presslabs MySQL Operator

e Percona’s MySQL Operator (PXC
Based) https://per.co.na/PXCop
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https://per.co.na/PXCop

Understanding Your Environment - PMM

100% Free and Open Source

Based on Industry Leading Technologies

Supports both self made and Amazon RDS

e

General Health

PERCONA
Replication and ProxySQL Monitoring and Management
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Oh My.... It sounds complicated

Do it yourself MySQL High Availability at AWS is not easy

Percona Provides Professional Services and Support to
assist

There is a modern way...




MySQL High Availability with DBaaS




DBaa$S Options

e MySQL and MariaDB

e Minimal Differences from Open Source
Implementation

Am a zo n e High Performance Engine Designed for the Cloud

e Additional Features not present in Open Source
MySQL

Au rO ra e May lag behind most recent MySQL Release
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Amazon RDS High Availability (Multi-AZ)
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Amazon RD andby Replica

DB Instance

Availability Zone g L Availability Zone

J

-

\

M

Amazon RDS DB Instance

Availability Zone

s

J

Region
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Amazon RDS High Availability Properties

Synchronous Replication (No Data Loss on Failover)

Failover Time depends on transactional load (60-120 sec)

DNS record changes to healthy instance

© 2019 Percona. ~
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Amazon RDS Read Replicas

Scaling Reads

Reporting Queries

Disaster Recovery




Amazon RDS Backup and Snapshots

Backups are taken Automatically

You Can chose Backup Policy

Secondary is automatically used for Backups if Available
Backups Suspend 10 for a few seconds to few minutes
Specify Backup Window to manage it better

Create Manual Snapshots

Point in time Recovery is Available

© 2019°P
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Amazon Aurora

Amazon Aurora offers
state of art High

Availability and DR

options for MySQL

©©©©©©©©©©©©©

© Amazon Aurora

Amazon
Aurora




Single Instance Deployment

Data is replicated 6 way across 3 availability zones

Any AZ failure causes no data loss and only brief
interruption of service

New Instance will be Automatically Created in case of
Instance Failure
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Amazon Aurora Replicas

Replicas Automatically promoted to Primary upon Failure
Faster than Single Instance Recovery

Replicas can be used for Read Queries

Replication lag is lower than for MySQL Replication




Amazon Aurora Deployment Overview

57

Amazon Aurora DB Cluster

Data Copies

Cluster Volume
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Amazon Aurora Read Replicas

Replication between Amazon Aurora Clusters
.. or between Amazon RDS and Amazon Aurora
Often done between Regions

Great feature for Disaster Recovery
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Amazon Aurora Backtrack

Roll Back the State of the

CI u Ste r RDS > Instances » Backtrack DB cluster

Backtrack DB cluster

Rewinds the DB cluster to a previous point in time without creating a new DB cluster.

Earliest restorable time is October 30, 2018 at 2:43:24 PM UTC-4 (Local) @

Supports DDL | B =] s

The next available time will be used if the specified time is not available.

/A Your DB cluster is unavailable during the Backtrack process, which typically takes a few minutes.

Cancel Backtrack DB cluster

Requires Cluster Restart

© 2019 Percona. -
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Built In Monitoring: CoudWatch

CPU Utilization (Percent) DB Connections (Count)
2 15
1.5 W\/\/\.N\/\»Aa/‘\ 10
1
0.5 2
0 0
10/31 10/31 10/31 10/31
11:30 12:00 11:30 12:00
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Built In Monit

oring: Enhanced Monitoring

61

Manage graphs

Memory

Free
Cached
Buffered
Total
Writeback
Inactive
Dirty
Mapped

Active
Slab
Huge Pages Free
Huge Pages Rsvd
Huge Pages Surp
Huge Pages Size
Huge Pages Total
Page Tables

Load average
1 min
5 min
15 min

Disk 1/0
TPS
Read Kb/s
Write Kb/s
Read 10/s
Write 10/s
Rrgms
Wrgms
Ave Queue Size
Ave Request Size
Await
util
Read Total
Write Total

Swap
Swap
Free
Committed
In
Out

CPU utilization

User
Total
System
Guest
IRQ
Wait
Idle
Nice
Steal

Processes

Sleeping
Running
Total
Stopped
Blocked
Zombie
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Performance Insights

RDS » Performance insights

pz-aurora2 we (@@ [@]C
Database load
ara a§ 4 5m 1h Sh 24h Tw All
Average active sessions (AAS)
® @ Total 0.93
vCPU Slice by Waits v
& ® cru 0.28

10/table/sql/handler

£

S 10/aurora redo log 1l

o ¥

£ ® other

Unknown
1S 13 " 140 145 1150 s y 1205 1210 215 1) 2 122 14V
Waits SQL Hosts Users Q search SQL queries &
Load By Waits (AAS) SQL

> I 7.3e-3 INSERT INTO "order_line1™ ( "ol_o_id", "ol_d_id", "ol_w_id" , "ol_number’ , "ol_i_id ", "ol_supply_w_id" , "ol_delivery_d" , "ol_quantity ", "ol_amount” , "ol_dist_info’ ) VALUES (7, ... ,NOW (), 7, ...}, (7, .., NOW (), ...
> I 3.1e-3 INSERT INTO “stock1”’ ( "s_i_id", "s_w_id", "s_quantity' , "s_dist_ 01", "s_dist_02", 's_dist_ 03", 's_dist_ 04", "s_dist_05", "s_dist_ 06", "s_dist_ 07", "s_dist_ 08", 's_dist_ 09", 's_dist_ 10", "s_ytd", "s_order_cnt” , ...
» I 2e-3 INSERT INTO "customer1” ( "c_id™, "c_d_id", "cw_id", "c_first™, "c_middle” , "c_last™, "c_street_ 1", "c_street 2", "c_city’, "c_state’ , "c_zip™, "c_phone’, "c_since”, "c_credit” , "c_credit_lim’, “c_discount” , "c...
> I 1.1e-3 INSERT INTO "history1” ( "h_c_id", "h_c_d_id" , "h_c_w_id", "h_d_id" , "h_w_id" , "h_date’ , "h_amount” , "h_data” ) VALUES (2, ..., NOW (),?, ..) (2, .., NOW (), ?, ..) . (2, .., NOW(),? ..) . {Z .., NOW(),? ...}, ...
> l 5.6e-4 INSERT INTO 'order_line1” { "ol_o_id", "ol_d_id", "ol_w_id" , "ol_number" , "ol_i_id", 'ol_supply_w_id" , "ol_delivery_d" , "ol_quantity" , "ol_amount’ , "ol_dist_info’ ) VALUES (?, ... ,NOW (),?,...) . (2, .., NOW (), ...
] 5.6e-4 INSERT INTC “order_line1" { "ol o_id™, "ol_d_id", "ol_w_id", "ol_number" , "ol i_id", "ol_supply_w_id" , "ol_delivery_d ", "ol_quantity ", "ol_amount’ , "ol_dist_info" ) VALUES (...) /*, ... */

© 2019 Percona.
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Summary

You can build advanced custom MySQL HA Architectures on MySQL

For Many Companies Amazon RDS and Amazon is Great Choice

Beware of “Unknown Unknowns” in self-made MySQL HA Architectures

Whatever Path you take Percona is ready to Support you

© 2019 Percona.
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Percona Live 2019 takes place in Austin, Texas from
May 28-30, 2019 at the Hyatt Regency.

Percona Live provides an opportunity to network with peers and
technology professionals. Mingle with all types of database
community members: DBAs, developers, C-level executives and
the latest database technology trend-setters.

SUPER SAVER TICKETS ON SALE!
https://www.percona.com/live/19/

PERCONA
LIVE

Connect. Accelerate. Innovate.


https://www.percona.com/live/19/

Thank You!




